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Digital Asymmetric cryptography is extremely signatures can also be permanently tied to powerful, but this
comes at a cost. In modern decryption. The idea makes use of a very clever fact that, while it is easy to
multiply two large primes, it is extremely difficult to factorize their product. In this paper, we have discussed
the RSA algorithm, its complexity and security, the use of sieve function for the key generation process and its
variant multi prime RSA The primary forms of host- Uses one key for encryption and to-host authentication
on the Internet today another for decryption are name-based or address-based, both of which are notoriously
weak. A digital is only known to him. CFB mode will always encrypt to the same cipher text allows data to be
encrypted in units smaller when using the same key in a block cipher than the block size, which might be
useful in some applications such as encrypting interactive terminal input. Similarly, hybrid signature message
to check the validity of the schemes are often used, in which a signature. A cipher is a pair of algorithms
Non-repudiation: A mechanism to prove which creates the encryption and the that the sender really sent this
message. There are many aspects to security and The same plaintext will encrypt to different many
applications, ranging from secure cipher text in a stream cipher. Two points need to be borne in mind
however, while dealing with the RSA system: there is no formal proof whatsoever that factorization is
intractable or is intractable in the special case needed for RSA, and that factorization is needed for the
cryptanalysis of the RSA. Historically, In general, three types of ciphers were often used directly for
cryptographic schemes typically used to encryption or decryption, without additional accomplish these goals:
procedures such as authentication or integrity checks. A block cipher is so- cipher text. Thus, we have used the
concept of multi prime RSA which is further more secure because it is difficult to factorize the key into more
than two numbers. Cryptography not only protects This is a secret parameter for a data from theft or alteration,
but can also be specific message exchange context. In this paper, we have discussed the RSA algorithm, its
complexity and security, the use of sieve function for the key generation process and its variant multi prime
RSA which uses more than two prime numbers for the encryption process. This is due in detectable.
Therefore, there have to be considered. At the combining 64 additional key bits to the receiving side, the
cipher text is decrypted plaintext prior to encryption, effectively and the extra bits in the block i. In CBC, the
plaintext is ciphers or block ciphers. College of Engg. Consider a hash quality symmetric-key encryption
algorithm function that provides a bit hash value. Hash algorithms are typically used to cryptography has
developed in which provide a digital fingerprint of a file's security is based on number theoretic contents often
used to ensure that the file has problems involving elliptic curves. As a result, misunderstood and some
sources claim that public-key cryptosystems are commonly no two files can have the same hash value. In and
is affiliated closely with information this paper, a new method of encoding theory, computer security, and
engineering. The receiver applies the identical plaintext blocks, then, will always same key or rule set to
decrypt the generate the same cipher text block. But there are a lot more than possible files. Stream ciphers
exclusively-O Red XORed with the operate on a single bit byte or computer previous cipher text block prior to
word at a time and implement some form of encryption. Hash functions, then, and exponentiation, which are
much more provide a measure of the integrity of a file. Thereby it provides extremely communications is that
of secret key better security for all type of files. By encrypted, and the block transmitted. Because Although
this is the most common mode of a single key is used for both functions, block ciphers, it is susceptible to a
variety of secret key cryptography is also called brute-force attacks. Cipher Block Chaining CBC mode adds
Secret key cryptography schemes are a feedback mechanism to the encryption generally categorized as being
either stream scheme. OFB allowed any combination of keys lengths of prevents the same plaintext block
from , , or bits and blocks of length generating the same cipher text block by , , or bits. As shown in Figure
1A, the simplest, most obvious application: the sender uses the key or some set of rules to secret key is used to
encrypt the plaintext encrypt the plaintext and sends the cipher block to form a cipher text block. Keys are
used for user authentication. The detailed operation of a cipher is controlled both by the Any new design of
Cryptographic algorithm and, in each instance, by a key.


